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Abstract
Dark patterns in social media privacy and safety settings can quietly
shape what teenagers see as possible when they try to protect
themselves online. While prior work has documented manipulative
design in individual features or single platforms, we know less
about how privacy and safety controls compare across the services
teens use every day. This paper presents an expert evaluation of
seven privacy and safety management tasks on four social media
platforms. For each task, we mapped task flows to complete each
task, identifying the number of clicks and screens required. We then
analyzed these flows using the dark patterns ontology to identify
where setting discoverability was compromised or unnecessary
friction was employed. All settings employed dark patterns on at
least one platform, and some settings, such as account deletion and
managing in-app notifications, were particularly onerous. We argue
that safety settings often look like control, but the presence of dark
patterns makes the settings difficult to use and easy to circumvent.
Building on our findings, we outline implications for the evaluation
and design of teen-focused privacy and safety features and identify
opportunities for policy intervention.

CCS Concepts
•Human-centered computing→ Empirical studies in HCI;
Social media; HCI design and evaluation methods; • Security
and privacy→ Usability in security and privacy.
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1 Introduction
Social media plays a major role in teenagers’ emotional and social
development [8]. Research on social media harms shows that teens’
experiences are often mixed, with benefits and risks frequently
co-occurring [3, 40]. For example, teens use messaging and online
communities to express vulnerability and seek peer help [1], while
also facing risks such as harassment, impersonation, and unsafe
contact [2, 5]. Teens also demonstrate the potential for agency by
managing visibility and boundaries through tactics such as selec-
tive audience controls and strategic hashtags [34, 39]. This makes
privacy and safety settings a central site of struggle: whether teens
can locate controls, enact protective actions, and interpret what
changed afterward [3].

Importantly, these risks are not shaped by content alone, but how
platforms structure user choice and control through interface de-
sign [28, 38]. Teens often report distress, time loss, and privacy con-
cerns related to manipulative design features such as infinite scroll,
fake security cues, and social comparison, with family and friends
playing a critical role in helping them recognize these risks [13, 35].
One significant factor that shapes these experiences is the presence
of dark patterns, sometimes known as “deceptive patterns” [15, 17].
These patterns exploit cognitive biases and shape user behavior
in ways that primarily benefit shareholders, representing one of
the main structural barriers to user autonomy online [7, 16, 25, 31].
In this paper, we focus on interaction cost [6, 26] as a proxy for
this structural barrier, which we operationalize as the number of
taps (clicks) and distinct interface states (screens, including modals)
required to locate and complete a privacy or safety task.

Prior research has documented dark patterns in social media
and privacy-related flows, including evidence that platforms deploy
obstructive or manipulative tactics to sustain engagement, collect
data, or delay exit [28, 30, 36, 37]. Analyses of Instagram’s interface,
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for instance, reveal shifts from overt manipulation to more subtle
forms of control, reinforcing user engagement while maintaining
the appearance of regulatory compliance [37]. Scholars have found
similar use of dark patterns across Facebook, TikTok, and Twitter/X,
where patterns of interface interference, bad defaults, attention
capture patterns, and obstructive tactics prove effective even if users
are aware [28, 30]. Yet there is little knowledge about how the effort
required to engage with core privacy and safety settings [24, 37],
including how these user flows compare across the services teens
use every day.

To address this important area of research, we answer the fol-
lowing research questions:

• RQ1: What baseline interaction cost (i.e., clicks and screens)
does a teen user encounter when completing seven common
privacy and safety tasks onmajor Social Networking Services
(SNSs)?

• RQ2: Which dark patterns potentially shape teenagers’ expe-
rience of these privacy and safety settings, and how might
these patterns impact teens’ sense of control across tasks
and platforms?

The contributions of this poster are two-fold. First, we identify
the task complexity of common privacy and safety related tasks
on social media platforms, revealing whether the presence of these
settings is sufficient to support user engagement and wellbeing.
Second, we reveal how dark patterns subvert user goals of control
and agency that relate to these settings, underscoring the need for
more robust policy responses that account for the user experience.

2 Methodology
We conducted an expert evaluation study leveraging principles of
qualitative content analysis [9, 22] to examine how privacy and
safety settings are structured on teen accounts across four plat-
forms: TikTok, Instagram, Snapchat, and YouTube. We selected
these SNSs due to their popularity among teenagers and varied
design logics [4, 7, 19, 20, 27]. We focused on seven representative
tasks that frequently appear in teen safety narratives and prior
privacy settings research [10, 18, 21, 28, 33, 36, 42]: Onboarding,
setting a screen-time limit, making an account private, managing
in-app notifications, reporting content, downloading account data,
and deleting an account.

Our research team, each of which had prior experience studying
dark patterns, completed each task in November 2025. We created
teen accounts configured via each platform’s age-based settings
(birth date under 18)1. For each task, we recorded all interactions
required to locate and complete the setting and counted the num-
ber of clicks and screens along an ideal or optimized completion
path. We operationalized clicks as discrete tap actions and screens as
distinct UI states (including modal dialogs), then counted the mini-
mum clicks and screens needed to successfully complete the task.
All screenshots were organized on Miro to visualize the completion
path and facilitate further analysis.

We then used the Gray et al. [16] dark patterns ontology to iden-
tify where manipulative or obstructive design elements appeared
in these tasks. Following best practices for the evaluation of dark
1TikTok Version 42.2.0; Instagram Version 406.1.0; Snapchat Version 13.59.0; YouTube
Version 20.50.9; iOS 26

patterns using qualitative content analysis [14, 16, 28], we coded
each task flow as an analytic unit, using the ontology to identify
the presence of high-level dark pattern strategies (i.e., obstruction,
sneaking, interface interference, forced action, social engineering).
Two researchers coded the task flows independently and resolved
disagreements through discussion; an additional reviewer audited
the final mappings and we maintained a coding memo for edge
cases.

3 Findings
Across all privacy and safety tasks, we observed consistent struc-
tural friction in how teens would need to locate and complete key
settings across TikTok, Instagram, Snapchat, and YouTube. We
measured baseline interaction cost as the number of clicks and
screens in the shortest successful path to completion, excluding
mistakes, backtracking, and exploratory navigation. We then in-
terpreted these structural costs through the lens of user control,
asking how the design of each flow might shape teens’ sense of
agency and their willingness to complete each task. In this section,
we provide an analytic overview of our findings for all seven tasks
in Figure 1 and describe three varied tasks that illustrate a range of
issues relating to task difficulty and the presence of dark patterns.

3.1 Task 2: Set a Screen Time Limit
Platforms frame screen time settings as a way for teens to stay in
control of their attention and routines, but our analysis suggests
that this promise is often obscured and complicated by the task
framing. Setting screen time limits across platforms revealed a clear
asymmetry between availability and configuration. For instance,
setting a same limit everyday was relatively straightforward (re-
quiring between four and eight clicks across three to seven screens),
but configuring custom limit per day took many more clicks and
screens than setting a single overall limit, especially on TikTok
and YouTube. This asymmetry matters because it creates two dif-
ferent experiences of “control”: (1) an immediate form of control
that is easy to turn on but is easily ignored or changed; (2) a more
malleable form of control that becomes costly once teens try to
match limits to real schedules (e.g., school, weekends, hobbies). The
platforms can claim that the feature exists, while a durable and
teen-relevant version of control is absent.

These control issues are reinforced by multiple dark pattern
strategies that constrain teen agency while preserving the ap-
pearance of choice. These flows exemplify Obstruction2 through
Adding Steps, because meaningful control requires navigating mul-
tiple nested menus, even under ideal conditions. The lack of a con-
solidated grouping of relevant settings also indicates the presence
of a Privacy Maze, since teens must move across separate pages in
the settings panel to locate and finalize a single limit configuration,
which makes it harder to maintain a clear sense of progress and
completion. Differences in nomenclature across platforms can add
another layer of friction beyond navigation. Instagram places this
setting under “Time Management”, while YouTube places it under
“Time Watched”, which can make it harder for teens to recognize

2We use the following notation to indicate the level of dark pattern being referenced:
Bold for High-Level Pattern, Italic for Meso-Level Pattern, Italic Underline. for Low-
Level Pattern
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Task High-Level Dark Pattern T I S Y

8 15 15 14
7 15 8 9

Sneaking
Obstruction
Interface Interference
Forced Action
Social Engineering

Number of Clicks
Number of Screens
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Forced Action
Social Engineering
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-
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-

-

-
-

-
-

-
-

-

-
-

-
-

-
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-

4 4
3 3

Sneaking
Obstruction
Interface Interference
Forced Action
Social Engineering

Number of Clicks

Number of Screens

Task High-Level Dark Pattern T I S Y

5 13 4
5 11 3

Sneaking
Obstruction
Interface Interference
Forced Action
Social Engineering

Number of Clicks

Number of Screens

Task High-Level Dark Pattern T I S Y

40 83 27 16
6 29 6 3

Sneaking
Obstruction
Interface Interference
Forced Action
Social Engineering

Number of Clicks

Number of Screens

Legend: T - TikTok
I - Instagram
S - Snapchat

Y - YouTube

Figure 1: Each privacy and safety task is presented alongside the number of clicks and screens required to complete the setting.
Additionally, the presence of high-level dark patterns is indicated per task and platform, leveraging the Gray et al. ontology [16].
TikTok (T), Instagram (I), Snapchat (S), and YouTube (Y).

that these labels are pointing to similar “self control” goals across
apps and to locate the feature when they are uncertain where to
start.

Finally, the interface framing itself can soften the teen’s intention
to set a firm boundary. Screen time flows on TikTok and YouTube
exhibit Interface Interference through Emotional or Sensory Ma-
nipulation, where friendly illustrations and calm visual framing
reduce the perceived urgency of limit setting. This framing could
makes disengagement feel low stakes even when a teen is trying
to protect themselves or fight back against addiction or compul-
sive use. TikTok also relies on False Hierarchy by making the path
into screen time settings more prominent than the path to exit.
These patterns position screen time limits as a visible tool for “con-
trol,” while nudging teens toward a lighter, more reversible form of
control that is easy to dismiss and difficult to customize.

3.2 Task 4: Manage In-App Notifications
Platforms present notification settings as a mechanism for teens to
control when and how they get notified, but our expert review sug-
gests that this promise of control relies on obstructive tactics to sup-
press teens’ ability to get notified less frequently. This task was the
most interaction-intensive across platforms, requiring 40 clicks and
6 screens on TikTok, 83 clicks and 29 screens on Instagram, 27 clicks
and 6 screens on Snapchat, and 16 clicks and 3 screens on YouTube.
TikTok and YouTube largely keep notification changes within a
single primary notification settings page, so teens can carry out
adjustments without needing to negotiate nested category screens.
In contrast, Instagram and Snapchat frame notification control as
a distributed process, requiring teens to understand and navigate
multiple categories of notifications to reach a meaningful “quiet”
state. For instance, on Instagram, settings are fragmented across
posts, messages, and system alerts, forcing the user to navigate
multiple screens. Snapchat similarly distributes notification options
across different locations, which increases the chance that teens
miss a category or assume they have already turned something off.
These notification controls also leverage teen social norms, such
as framing notifications as “recommended,” “personalized,” or tied

to socially meaningful cues (e.g., friends, messages, and activity).
In these flows, the interface position notifications as the “right”
or “normal” choice for staying connected, which leverages teens’
social motivations to keep more alerts enabled than they would
otherwise choose. This pressure operates alongside the structural
friction: even when a teen intends to reduce interruptions, person-
alization framing can make turning categories off feel like opting
out of connection rather than simply changing a setting.

The notification settings are reinforced by dark pattern strate-
gies that constrain teen agency while preserving the appearance
of choice. The flows exemplify Obstruction through Adding Steps,
since teens cannot meaningfully tailor notifications through a sin-
gle consolidated control (i.e., turn off all notifications), especially
on Instagram where the sheer number of granular settings result in
Choice Overload. Default configurations also align with Interface
Interference through Bad Defaults, because most notification cate-
gories begin in an “on” state and require teens to opt out one toggle
at a time. Finally, fragmented pathways and long, visually uniform
toggle lists contribute to Hidden Information, particularly on In-
stagram, where the lack of a comprehensive overview of settings
makes it difficult for teens to identify which notification controls
matter most and whether their intended changes have actually been
completed.

3.3 Task 7: Delete Account
All platforms present account deletion as a clear form of user choice:
if a user wants to leave, they can delete their account. However,
our analysis shows a consistent gap between this promise and
the actual experience of carrying deletion through to completion.
While TikTok requires a relatively short path (5 clicks, 5 screens)
and Snapchat presents the option in a straightforward way with a
single extra identity confirmation step, Instagram extends the flow
to 13 clicks and 11 screens, including multiple decision points that
can slow progress and redirect attention.

This gap is reinforced through interface structures that make
“leaving” feel possiblewhilemaking permanent deletion harder than
it appears. Across platforms, the need to move through multi-page



CHI EA ’26, April 13–17, 2026, Barcelona, Spain Jingxin Dong, Lingyun Chen, Chen Ling, and Colin M. Gray

flows rather than a single consolidated control reflects Obstruc-
tion, Adding Steps and increasing friction once users express an
interest in leaving the platform. TikTok, Instagram and Snapchat
also require account verification before deletion can proceed. In our
coding process, we count password re-entry and similar verification
prompts as part of the overall interaction cost, and we therefore
evaluate the overall deletion pathway as obstructive even when
individual steps may be framed as protective. Instagram combines
these strategies by utilizing Interface Interference: the delete
control is buried inside the Account Center menu, and the interface
repeatedly introduces more prominent alternatives such as deacti-
vation or other options that discourage account deletion, relying on
False Hierarchy and Visual Prominence to steer choices. Instagram
uses Sneaking through Bait and Switch, because a user who enters
the flow intending to delete is repeatedly routed into deactivation
and alternative paths are provided, increasing the likelihood that
they complete a less final action than the one they originally chose.
Instagram also prompts users to download or transfer data and to
select reasons for leaving by giving alternative options rather than
deleting the account, using ambiguous wording and Trick Questions
that can create uncertainty about whether deletion will actually
occur.

Importantly, account deletion is shaped not only by steps and
screens, but also by what happens after the request is made. On
all platforms, deletion is not immediate and requires a 30-day re-
tention or waiting period (an example of Forced Action), which
can be interpreted as a protective mechanism that gives users time
to recover an account or respond to suspicious activity. However,
this design also makes deletion feel reversible in practice, because
during that period, logging back in cancels the deletion process
entirely. This means that a user who returns even briefly (e.g., in a
moment of weakness) can lose all prior progress and must restart
the deletion process and wait an additional 30 days [29]. From a
teen centered lens, this reversibility can increase the chance of
returning to the platform, especially in attention capture systems
where habit and relapse are common. In other words, the same
retention structure that can protect users can also function as de-
ceptive friction by leveraging predictable return behavior, allowing
platforms to claim that deletion is supported while still benefiting
from canceled deletion attempts.

4 Discussion and Provocations
4.1 Platforms Create a Sense of Teen Control

while Quietly Undermining Agency
A core expectation in HCI is that people should feel they can make
choices, recover from mistakes, and steer the system toward their
own goals, captured in Nielsen’s heuristic of user control and free-
dom [32]. Viewed through the lens of control, the dark patterns
we identified suggest that teen privacy and safety settings often
operate as “control surfaces” that look legitimate, but are struc-
tured in ways that may reduce a teen’s ability to confidently locate,
enact, and verify protective choices. We discuss further the impli-
cation of these control surfaces and the balance between user and
shareholder assumptions of agency.

First, our analysis revealed that control is technically pos-
sible, but not easily reachable. Platforms can claim they offer
control because settings exist, yet teens still may not be able to
use them in practice. When controls are buried in nested menus,
split across categories, or labeled inconsistently, teens may not be
able to find them and may not even realize the setting exists. Even
after locating a setting, completing a protective change can require
repeated steps, redundant screens, and back-and-forth navigation.
This raises the interaction cost of following through, so the default
state becomes the easiest path. In this way, having control may
not guarantee that teens can readily activate it when they need it.
Second, we discovered that soft framing can weaken protective
intentions. Some teen safety and wellbeing features are framed
with friendly language and calming visual cues that position them
as reflective tools rather than firm boundaries. This framing can
subtly reshape what “control” means, shifting it from enforcing
limits that promise better wellbeing to merely monitoring behavior.
As a result, teens may be guided toward self management (assum-
ing they are the problem) rather than protective action (where the
platform is placing the user in control, even when they are respon-
sible for “hooking” the user). Third, we found that reversibility
makes control unnecessarily brittle. Control can be rapidly un-
dermined when settings are easy to dismiss, override, or reverse. If
protective actions can be undone quickly or with little consequence,
teens may learn that these controls are easy to reverse. This could
potentially make the experience of control feel brittle rather than
absent: teens can take action, but the outcome may not last, which
can reduce confidence and make them less likely to rely on these
settings again.

4.2 Privacy and Safety Settings Act as a Façade
of Control

Privacy and safety settings also relate to contemporary policy con-
versations. Platforms publicize these controls in an attempt to show
regulators that they are protecting minors and following the rules.
However, our analysis suggests a gap between claiming a setting
exists and the practical question of whether a teen can reliably use
it. When a setting is hard to locate or a task is difficult to complete,
it is quietly limiting the chance that teens will complete protective
actions. In that sense, the interface can function as a façade: visible
enough to cite, but structured in ways that reduce real uptake and
positive impact on wellbeing. This framing points to an evaluation
shift that is relevant for HCI-informed platform governance and
policy [12, 41]: assessment should not stop at whether a setting
exists. Instead, we should ask whether teens can (1) form a clear
protective intention; (2) carry it through to completion without
undue friction or reversal; and (3) understand the outcome and
its durability. This approach also aligns with policy-oriented re-
search that treats digital harm as something that is defined and
enforced differently across contexts, and argues that design details
matter because they shape what protections mean in practice [11].
A control-based evaluation stance would therefore treat usability,
durability, and ultimate impact as central to compliance.
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4.3 Provocations for Future Work
These findings and provocations reveal the need for future work,
including how teens actually interpret, weigh, and respond to the
frictions we have identified through our expert review. In addition,
future work should explore how HCI perspectives might inform
more impactful policies that take usability and impact into account,
building on the work of Yang et al. [41] and Jackson et al. [23].
There are numerous facets of teenager use of these platforms that
are also important to consider, including the relationships between
the structural patterns we identified and teenagers’ self control and
agency. For example, indicating the socio-technical complexity of
cases where a teen might want to limit their use of social media
or leave entirely, but may feel pulled back toward engagement
due to social or psychological factors outside of their control. By
considering both usability issues and the ways that experiences
are shaped by dark patterns, future scholarship should seek to link
interface level analysis with teen reported strategies and tensions,
and to inform future design and policy work that better supports
teen privacy and safety as platforms evolve.

5 Conclusion
In this paper, we analyzed seven privacy and safety settings across
four major SNSs, describing how these settings are impacted by
dark patterns that complicate teen efforts to manage risk. Through
expert evaluation, we identified the number of clicks and screens
to complete each task and mapped the flows to relevant dark pat-
terns [16, 28]. Our findings indicate that privacy and safety settings
are present, but often difficult to find and require undue friction to
complete, disrupting teens’ sense of control. We provide provoca-
tions for platform governance and policy, indicating that evaluation
should not stop at determining whether settings exist, but rather
assessing whether teens can make informed choices to protect
themselves in robust and durable ways.
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